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Abstract: In this paper, based on the covert communication waveform of spread spectrum technol-
ogy. the second-order cyclostationarity properties of direct sequence spread spectrum (DSSS) sig-
nal and random code hopping direct spread signal are theoretically analyzed respectively, and the
cyclic spectrum simulation proves that these properties that can be used to analyze the cyclic spec-
trum characteristics of spread spectrum covert communication waveform. Firstly, the theoretical
analysis shows that the cyclic spectrum of DSSS signal has a series of peaks generated by the cy-
clostationarity of the signal at the cyclic frequency related to data symbol rate and chip rate; How-
ever, the cyclostationarity caused by the spread spectrum code is disrupted in the random code
hopping direct spreading signal, its cyclic spectrum only has the peak value at the cyclic frequency
related to chip rate. Finally, the simulation results and analysis of covert signal detection using cy-
clic spectrum combined with decision threshold are given.
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