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Abstract: The satellite-borne transmission control (TC) authentication protection is studied under the hierarchy of
the TC data transmission system specified by Consultative Committee for Space Data Systems (CCSDS). The data
link sub-layer used for authentication protection is selected, and the scope of protected data is designed. Due to the
“lock-up” risk between the authentication protection mechanism of the uplink TC and the COP-1 command operation
process of CCSDS, a retransmission request protection mechanism is designed. Based on the space data link security
(SDLS) protocol system, a TC authentication frame structure model is proposed. In this model, the non-linearity of
the same instruction/data frame is enlarged after the calculation with the authentication algorithm by inserting random
sequence code segments. By inserting the time sequence code segments with millisecond-level precision, it resists the
replay attacks and well adapts the parallel control of spacecraft by multiple satellite control centers. A security
association (SA) cycle management model and a key life cycle management model involving “normal state” and
“emergency state” for TC authentication protection are designed to realize the independent protection of each virtual
channel and the scientific management of the key effectively. At the same time, an algorithm design method for
satellite-borne TC authentication protection services is proposed.
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Fig.1 Location of SDLS in CCSDS layered model
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Fig.5 Design of transmission control flow
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Fig.8 Emergency state model of SA management
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Tab.7 Core parameters of the algorithm running on the AX2000 platform

BH HfA
SEQUENTIAL/ % 43.61
COMB/ % 62.72
LOGIC/% 56.35
RAM/FIFO 6/64
Ji % /MHz 11.059 2
#8 KIElkEER
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